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As organizations grow and acquire new technologies, they must support easy access to the applications and 
services that all their users–employees, customers, and partners–need to move the business forward.  However, 
enterprises often rely on multiple systems of record for identities, such as HRIS or HCM software. Without proper 
and timely connectivity, user info is often inaccurate and out of sync across systems. At the same time, relying on 
custom-built integrations in-house is time-consuming, expensive to maintain, and not scalable.

OneLogin Universal Connector
OneLogin’s Universal Connector allows admins to leverage pre-built connectors to reduce the complexity of 
integrations. By automatically synchronizing user data between other systems and OneLogin, admins can 
accelerate IT processes, like onboarding and offboarding. At the same time, admins substantially reduce the risk 
of lingering access due to data inaccuracies that result from poor connectivity between systems.

Key benefits of OneLogin Universal Connector

Synchronize user data across multiple systems

Large organizations often have several FTEs to 
manage manual user syncs between user directories, 
such as an HR platform, and downstream 
applications. Avoid troublesome integration projects 
and quickly sync user data across directories.

Accelerate onboarding & offboarding processes

For most organizations, onboarding and offboarding 
is resource-intensive and expensive. Manual 
processes are not secure and leave windows of time 
for terminated users to still have lingering access to 
sensitive applications. Improve IT team efficiency and 
substantially reduce tactical workload through 
automated identity workflows that scale as your 
business grows.

Support for multiple integration methods

OneLogin offers best-in-class pre-built and custom 
connectors, allowing you to synchronize user objects 
from multiple directories through various mechanisms, 
including API Integration, SQL Databases, and Text Files, 
including those hosted on the internal network via our 
on-prem agent.

Protect user data effectively

User directories handle a wide range of sensitive data, 
including Personally Identifiable Information (PII), 
financials, and often strategic planning data. Data 
protection is critical to preserving a secure and compliant 
institution. As a security-first company, data and privacy 
protection are our #1 priority.

“Unifying the HR directories into IT has definitely helped us drive efficiency. With OneLogin, we're maximizing the 
use of Workday as our single source of truth for all corporate user provisioning as a mechanism to ensure data 

consistency and security.”

RAVINDRA SUNKU | Director of IT, Stitch Fix
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How does the OneLogin Universal Connector work?

Universal Connector – Inbound Provisioning

The Universal Connector enables provisioning of users, groups, and entitlements from other directory systems, 
whether in the cloud, like ADP, or on-prem, like an SQL database, to OneLogin. An On-Prem Agent (OPA)* is 
required to support on-prem directory sources.

Universal Connector – Outbound Provisioning

The Universal Connector enables provisioning of users, groups, and entitlements from OneLogin to other 
applications. Custom connectors and actions extend out-of-the-box capabilities to an endless variety of 
applications. An On-Prem Agent (OPA)* is also required to support on-prem applications and directories.

For more information on the OneLogin Universal Connector,
please contact sales@onelogin.com


