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Onelogin Advanced Bundle

Overview

The OnelLogin Advanced Bundle is designed to
protect your applications with robust and user-
friendly security measures including Single
Sign-0On (SSO), multi-factor authentication
(MFA) and automated access management. This
modern, comprehensive IDaaS platform provides
a diverse range of authentication options and
automatically assigns users access to the right
resources in real time. By streamlining access
management, OnelLogin enhances both security
and productivity, simplifying the user experience
while maintaining stringent controls over access to
your organization’s critical assets.

Key Benefits

Improve Security

¢ Protect against unauthorized access and
eliminate the risks of separate passwords
for each application by leveraging modern
federation protocols like SAML and OIDC.

e Centrally manage a wide range of authentication
methods including push notifications, biometrics,
security keys, one-time passcodes and more.

* Enforce MFA with the flexibility to enforce
specific MFA factors on a per-application basis.

Empower Your Users
e Quickly on-board and off-board users.

* Leverage a secure authentication flow
and single portal to access all apps.

» Access all apps with one-click from PCs,
laptops, tablets and smartphones.
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Benefits

* Enforce Modern
Authentication

Improve Security
Increase Productivity

Realize Measurable
Cost Reduction

Empower Your Users

Maintain Compliance

Increase Productivity
¢ Accelerate directory and cloud
application integrations.

¢ Enable self-service administration of
passwords and MFA factors.

¢ Centralize application management,
dashboards, logging and reporting.



Realize Measurable Cost Reduction

¢ Save infrastructure and operational costs
by moving access management to the
Onelogin Identity-as-a-Service platform.

¢ Reduce maintenance overheads by leveraging
Onelogin’s out-of-the-box application connectors.

e Create one-click reports detailing who
had access to what applications, and a
log of when they were accessed.

OnelLogin Advanced
Bundle Components

OnelLogin SSO
Users only need to enter one set of credentials to
access their apps. Includes passwordless options.
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Unlock additional capabilities

SmartFactor
Authentication
Protect against
account takeover

OneLogin Desktop
Authenticate from
device sign in

with MFA

Available for both
Windows and Mac
computers, users
authenticate when they
log into their OS, using
the device password and
the installed OnelLogin
Desktop certificate.

Powered by VigilanceAl,
SmartFactor Authentication
leverages machine
learning algorithms to
deliver context-aware
authentication to balance
security and user
experience. It enables IT
Admins to customize login
flows, including “brute
force” prevention and move
towards a passwordless
environment.
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OnelLogin Multi-Factor

Authentication (MFA)

Choose the most suitable authentication factors

for users based on needs and context. OnelLogin
provides administrators with the flexibility to
enforce MFA on a per-application basis or for
specific user groups, tailoring security requirements
to align with the organization’s risk tolerance.

OnelLogin Advanced Directory

Multiple directories become one unified directory to

your cloud and on-premises apps. Synchronize users
in your directory to thousands of applications in real-
time. Use Onelogin as your stand-alone directory in

the cloud, or synchronize users from Active Directory,
LDAP, Google Workspace or Microsoft Entra ID.

Single Sign-On
Federation

PAM Essentials
Protect privileged
access to critical
infrastructure

Identity Lifecycle
Management
Automate and improve
user provisioning and
deprovisioning

VPN-less enforced session
recording and credential
vaulting for all privileged
user access via SSH and
RDP. Includes control

and recording of SaaS
applications, role-based
access control and AD
integrations.

Streamline on/off
boarding workflows
including secondary
accounts, app
permissions, group
membership changes, and
more to ensure only the
right users are authorized
to access the right
applications and data.
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